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OBIIHUE ITOJOXEHUA

[lenbto co3aHusi CUCTEMbl aHTUBUPYCHOM 3alllUTHI ABIIETCS OOecredyeHre 3allUIeHHOCTH
nH(pOPMaIIMOHHO-KOMMYHUKaMOHHOU cucteMbl (nanee MKC) oT Bo3nelCcTBUS pa3IndHOTO
pOZia BPEAOHOCHBIX IPOrpaMM U HECAHKIIMOHMPOBAHHBIX MAaCCOBBIX ITOYTOBBIX PACCBUIOK,
NPEOTBPALICHNS X BHEAPEHHsS B MH()OPMAIIMOHHBIE CUCTEMBI, BBISIBICHUS U 0€30I1aCHOTO
ylaJeHusl U3 CUCTEM B cllyyae IMOMaJiaHus, a Takke (UIbTpaluu JOCTyNa MOoJb30BaTeNen
YupexxieHuss K HENpOAyKTUBHBIM MHTepHET-pecypcaM M KOHTpOJII MX JJIEKTPOHHOU
MIEPENUCKH.

OcHoBoIoNararomuMu TPeOOBaHUSMHU K CHUCTEME AaHTUBHUPYCHOM 3alllUThl YUpeKIeHUs

ABIISIOTCS:

® pelieHHe 3a/ladydl aHTUBUPYCHOM 3alluThl JOJDKHO OCYIIECTBIATHCS B OOIIEM BHIE.
CpencTBo 3alIuThl HE TOJDKHO OKa3bIBaTh MPOTUBOICHCTBHE KOHKPETHOMY BUPYCY WM
Ipynne BUPYCOB, MPOTUBOAECUCTBHE JOJKHO OKA3bIBAThCS B IPEIIOJIOKEHUAX, UTO
BHUPYC MOKET OBITh 3aHECEH Ha KOMITBIOTEP U O BUpYyCe (0 €ro CTpyKType (B YaCTHOCTH,
CUTHAType) U BO3MOXKHBIX JIEUCTBUSAX ) HUYETO HE U3BECTHO;

® pelIeHHE 33/1a4l AHTUBUPYCHOM 3aIIUTHI IOJDKHO OCYIIECTBIATHCA B PEAIbHOM BPEMEHHU.

e MeponpusaTus, HapaBJICHHbIEC HA PEIICHUE 3a/]a4 110 AHTUBUPYCHOM 3allIuTe:

YCTaHOBKA TOJbKO JIMIEH3UPOBAHHOIO IPOrPaMMHOI0 oOecreyeHus: Jubdo
OecriaTHO€ aHTUBUPYCHOE MPOTrpaMMHOE OOecredeHue, UIyIee B KOMIUJIEKTE C
MO/JIMHHOW  OMEpalMOHHOM  CHUCTeMOW,  TOJJIep)KHUBarolee  paboTy €
M0JIb30BATEIbCKUMHU MPOPHIIIMHU.

peryisipHoe  OOHOBIIEHHE M  €XEAHEBHbIE NPO(QUIAKTHUYECKHE IPOBEPKU
(>kenaTenbHO B Hepabouee HOUHOE BpeMsl);

HENpPEPBIBHBIA KOHTPOJb HaJl BCEMH BO3MOXHBIMU NYTSIMH MPOHUKHOBEHUS
BPEIOHOCHBIX ~ IPOTpaMM, MOHHUTOPUHI  aHTMBHPYCHOW  O€30MacHOCTH U
oOHapyXeHHe JeCTPYKTUBHON AaKTUBHOCTH BpEAOHOCHBIX IpPOrpaMM Ha BCEX
oobektax UKC;

€XKeJIHEeBHBIN aHaNIKu3, paH)XMPOBaHUE U MPEJOTBPAIICHNUE YIPO3 PACIPOCTPAHEHUS
U BO3JCHCTBHA BPEIOHOCHBIX TIPOrpaMM IIyTEM BBIABICHHUS YA3BUMOCTEN
ucnonszyemoro B MKC onepanioHHOro mporpaMMHOT0 OOECIIEYEHHsS] U CETEBBIX
YCTPOMCTB M YCTpaHEHHsI OOHAPYXKEHHBIX /1e(EKTOB B COOTBETCTBHU C JAHHBIMU
MOCTaBIIMKAa TPOTPAMMHOIO OOECleueHus] W JPYrHX CleHUuaTu3upOBaHHBIX
HKCHEPTHBIX AaHTUBUPYCHBIX CITYXkO.

poBeJeHNE MPOPUIAKTUYECKUX  MEPONPHUSATHH IO  MPEeJIOTBpALEHUI0 U
OTPaHMYEHUIO BHUPYCHBIX SIUIEMHI, BKIIOYAIOIIUX 3arpy3Ky U DPa3BEPTHIBAHUE
CHEIHUANIbHBIX TMpaBWI HeUTpanuzaluu (OTPaKEHUIO, W3OJSLIUU U JIMKBUIALWHN)
BPEIOHOCHBIX IIPOrpaMM Ha OCHOBE pEKOMEHJALMA IO KOHTPOJIIO AaTak,
MOJIFOTABIMBAEMBIX Pa3padOTUYMKOM CPEACTB 3alUThI OT BPEJOHOCHBIX MPOTpamMm
U JIPYTMMU CIIEHUAIN3UPOBAHHBIMU 3KCIIEPTHBIMU aHTHUBUPYCHBIMHU CITY>KOaMu 10
TOr0, Kak OyAyT BBINYLIEHBI (ailjibl UCTIpaBIECHUH, MPU3HAKOB U AHTUBUPYCHBIX
CUTHATYD.

IIPOBEJICHUE PETYISIPHBIX MPOBEPOK LIEJIOCTHOCTH KPUTHUECKU BaXXHBIX MPOTrpamMm
U naHHbIX. Hannuune numHuX ¢aityioB U cie10B HECAHKIIMOHUPOBAHHOTO BHECEHUS
U3MEHEHUH JI0JDKHO ObITh 3apETUCTPUPOBAHO B KypHAJIE U PACCIIEIOBAHO;
BHEIIHHE HOCUTENW HH(OPMALIMM HEU3BECTHOTO MPOUCXONKACHUS CIEAYeT
IIPOBEPSATH HA HAJTMYKUE BUPYCOB /10 UX UCIIOJIb30BAHUS;
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=  HEOOXOIMMO  CTpPOrO  MPHUACPKUBATHCS  YCTAHOBJIECHHBIX  IPOLEAYp IO
YBEJIOMJICHHIO O CIIy4asX MOpaXeHUsS aBTOMATU3MPOBAHHOW HWHGOPMaIMOHHON
CpCabl KOMIIBIOTCPHBIMU BUPYCAMU U NPUHATHUIO MCP 11O JIMKBU AU HOCHGI[CTBI/If/'I
OT UX IPOHUKHOBEHUSI,

" cleIyeT MMETh IUIaHbl obecrieueHuss OecrepeOOrHON paboThl YupeKIeHus s
CIIy4yaeB BHUPYCHOI'O 3apa)K€HHs, B TOM YHUCIIE IJIaHbl PE3EPBHOIO KOMUPOBAHUS
BCEX HCO6XOI[I/IMLIX JaHHBIX W IOporpaMmM H HX BOCCTAHOBJICHHA. Ot MCPbI
0COOCHHO Ba)KHBI JIJISl CETEBBIX (DAMIOBBIX CEPBEPOB, MOIICPHKUBAIOIIUX OOJBIIOE
KOJINYECTBO pabOYUX CTaHLIUH.

2. TEXHOJIOTUYECKHWE MHCTPYKLNN

2.1

2.2.

2.3.

2.4.

. PykoBomuTenemM ydpexaeHUs IODKHO OBITh HAa3HAYEHO JIUII0, OTBETCTBEHHOE 3a
AHTUBUPYCHYIO 3alUTY, B JOJKHOCTHBIE MHCTPYKLHUHU JJIsI KOTOPOTO JOJKHBI OBITH
MPOIKCAHBI MOPAIOK JACHUCTBUS B MIEPUOJ BUPYCHBIX SMUAEMUMN, MOPSAIOK ICUCTBUI TPU
BO3HUKHOBEHUHU BHEIITATHBIX CUTYallUd, CBSI3aHHBIX C pabOTOCTIOCOOHOCTHIO CPENICTB
AHTUBUPYCHOM 3alIUTHI, MOPSAIOK ACHCTBUM U1 YCTPAHEHHUS MMOCIEACTBUIN 3apaKCHHIA.
B nmpotuBHOM ciiydae BcS OTBETCTBEHHOCTH 3a 00eCleYeHHE aHTUBUPYCHOM 3alllUThI
JIOKUTCSI HA PYKOBOIUTEIIS Y UPEKICHUS.

B Vupexnaenun MOXKET HCIOJIB30BATbCA TOJBKO JIMIIEH3MOHHOE AaHTHUBUPYCHOE
mporpaMMHOe  obecredeHHe MO0  CBOOOIHO-PACIpPOCTPAHSEMOE  IMPOrPAMMHOE
obecrnieueHue.

OO0s13aTeIBHOMY ~ QHTHBHUPYCHOMY  KOHTPOJIFO — TOJJICKHT JitoOas  mHpopmamms
(TexctoBble (aitnbl MOOBIX (QopmaToB, Galabl JaHHBIX, HCIOJHAEMbIE (ailnbl,
MOYTOBBIC COOOIICHHS), ToJlydaeMasi W TiepeaBaeMas 10 TeJICKOMMYHHKAITMOHHBIM
KaHalaM CBsI3U, a Takke HHPOpMaIus, HAXOMANIAsCSd HAa CBHEMHBIX HOCHUTENAX
(MarHUTHBIX Auckax, jsentax, CD-ROM, DVD, flash-nakonurensx u T.1m.). Kontpons
ucxomsme  uHpopMaM  HEO0OXOJUMO TPOBOJUTH  HEMOCPEICTBEHHO  Tepen
aApXUBHUPOBAHUEM U OTITPABKOM (3aIMHUCHIO HA CHEMHBINH HOCHUTEIB).

@aiinpl, MOMeNIaeMble B AJNEKTPOHHBIA apXuB, IOJDKHBI B 00S3aTENBHOM MOPSIKE
MIPOXOJIUTh AHTUBHPYCHBIN KOHTPOJIb.

3. TPEBOBAHMS K ITPOBEJIEHUIO MEPOITPUATHI ITO AHTUBUPYCHOM 3AIUTE

3.1

3.2.

3.3.

. B Hauane paGoThl mpu 3arpy3ke KOMIIBIOTEPAa B aBTOMATHYECKOM PEXUME JIOJKHO

BBITIONTHATHCSI OOHOBIIEHHE AaHTHUBUPYCHBIX 0a3 U CEPBEPOB.

[Iepnonnueckue NMPOBEPKH AIIEKTPOHHBIX apXMBOB JIOJDKHBI MPOBOJUTHCS HE pexke

OTHOTO pa3a B HENENI, JaHHBIE, PACIOJOXKEHHBIE Ha PadOUYMX  CTAHIUAX

MOJTb30BATENIeH — €XKEeTHEBHO, B HOYHOE BPEMsI IO PACITMCAHHUIO.

BHeouepenHoil aHTUBUPYCHBI KOHTPOIb BCEX ITUCKOB U (ailioB MEepCOHAIBHOTO

KOMITIBIOTEPA JOJIKCH BBIITOJIHATHCA:

3.3.1. HenocpeACcTBEHHO TOCJE YCTAaHOBKH (M3MEHEHHsI) MPOrPaMMHOTO OOeCTieueHus
KOMIThIOTEPA JIOJKHA OBITh BBIMOJTHEHA aHTUBUPYCHAs TIPOBEpPKA HA CEpBEpPaAX H
MIEPCOHATBHBIX KOMIIBIOTEPAX YUPEKIACHUS.

3.3.2.1lpy BO3HMKHOBEHHH TIOJO3PCHUS HA HAJIMYUE KOMIBIOTEPHOTO BHpYyca
(HeTunuuHast paboTa MporpaMM, TOSBICHHE TpapUUecKuX M 3BYKOBBIX



4.
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3¢ (heKToB, HCKOKEHUH [aHHBIX, MponagaHue QailyioB, YacToe IMOSBICHUE
COOOIIIEHUH O CUCTEMHBIX OIMOKAX U T.I1.).

3.3.3.IIpu oTmpaBKe ¥ MOTYyUYECHUH SJICKTPOHHOU MOYTHI ONEPATOP SIECKTPOHHOU MOYTHI
00s13aH TIPOBEPUTH AIEKTPOHHBIC MTMCbMa M UX BIIOYKCHHS HA HAJTMYUE BHPYCOB.

3.4. B cinydyae oOHapyKeHHs 3apaXK€HHBIX BHpycaMu (aiijIoB WM SJIEKTPOHHBIX IMHCEM

MIOJIb30BATEIIH O0SI3aHBI:

3.4.1.TlppocTaHOBUTH PadoTy.

3.4.2.HemensieHHO TIOCTaBUTh B HW3BECTHOCTh O (hakTe OOHAPYKEHHS 3apaskeHHBIX
BUpPYCOM (haillIOB OTBETCTBEHHOTO 3a OOecrieueHre aHTUBUPYCHOM 3amuThl ( B
CJIydae ero OTCYTCTBUS — AUPEKTOPA) YUPEIKICHUSI.

3.4.3.CoBMECTHO C BIJIAJCNBIIEM 3apaXEHHBIX BUPYCOM (HaHIOB MPOBECTH aHAIU3
HEOOXOIMMOCTH JTAIbHEHIIIET0 MX UCIIOJIb30BaHUSI.

3.4.4.TIpoBecTH NIeUeHNE WIH YHUITOKCHUE 3apPaKCHHBIX (DailyioB.

OTBETCTBEHHOCTb

4.1. OTBETCTBEHHOCTh 33 OpPraHMU3ALMI0 AaHTHUBUPYCHOW 3alllUThl BO3JIaraercss Ha
PYKOBOAMTEISA Y UPEKICHHS WU JIUL0, UM Ha3HAYECHHOE.

4.2. OTBETCTBEHHOCTh 3a IPOBEACHUE MEPONPUATUNA aHTHUBHUPYCHOTO KOHTPOJIL B
VYupexneHnn Bo3araeTcsi Ha OTBETCTBEHHOI'O 32 00€CIIeYeHNE aHTUBUPYCHOM 3aIlUTHI,
coOioeHre TpeboBaHMi HactosAmed MHcTpykuum npu paboTe Ha NEPCOHAIBHBIX
paboumx CTaHIMIX BO3JAaraeTcsi Ha IOJb30BATENEH JaHHBIX CTAaHIWKA WM TeJarora,
OTBEYAIOLIETO 3a pabOTy KOMITBIOTEPHOTO Kilacca.

4.3. [leppouyeckuii KOHTPOJIb 332 COCTOSHHEM AaHTHBHPYCHOW 3aIIUTHI B YUPEKIACHUU
OCYILECTBISICTCS PYKOBOAUTENEM U (pUKcupyeTrcs AKTOM HpoBepku (He pexe 1 pa3 B
KBapTan).



